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Recently, members of Hixson had the opportunity to meet with a security expert from the Federal Bureau 
of Investigation (FBI) at their newest, state-of-the-art facility.  The expert shared tactics currently being 
incorporated by the FBI in the development of their own facilities.  While these ideas may not be 
applicable for use in commercial/industrial facilities at the same intensity that the FBI is implementing 
them, it may be helpful to consider them – or a variation of them – when looking at the overall security of 
your facility.  Items discussed included: 
 
Site Selection 

• Position the facility away from interstate highways, railroads, and truck parking areas. 
• Consider plumage air (prevailing air currents) and how those currents will flow over/past your 

facility. 
• Know your neighbors.  Understanding what they are processing, their normal operational 

patterns, and other key facts can help you know when something is out of the ordinary and needs 
to be investigated. 

 
Facility design 

• Consider methods to control vehicle access on to the site, including anti-ram (gate and perimeter 
fence) barriers, remote visitor parking, site terracing of important buildings and using curving 
roads with short, straight sections to reduce vehicle speed. 

• Use “man-trap” vestibules with metal detectors.  By preventing multiple people from entering into 
an area at one time, these vestibules prevent “tailgating.” 

• Determine how to enable employee access to the site and interiors.  While the use of biometric 
and fingerprint readers are on the rise, card readers are still more commonly used today.  These 
are frequently located at all non-staffed exterior doors requiring employee use, interior doors to 
restricted areas, and roof access locales.  For enhanced security at doors leading to sensitive 
areas, a card reader, combined with a number entry pad (with separate numbers for each 
person), can be used. 

• Promote safer air by instituting automatic shutdown of air intake equipment upon detection of an 
issue, and incorporating an independent air supply to each floor. 

• Consider isolation/zoning of HVAC to separate floors or sensitive areas. 
• Use cameras (e.g., Pan/Tilt/Zoom (PTZ) along the exterior and at sensitive interior areas, and 

incorporate motion control sensors along property lines/fences.  One Hixson client recently added 
security cameras throughout the interior and exterior of its facility, including fence lines, vehicle 
entrances, access roads, interior lounges, and reception areas.  In addition, sensitive interior 
areas requiring a high level of quality control are also now equipped with cameras monitored by 
quality control personnel. 

• Those who could be targeted by volatile special interest groups may want to position the mail 
room along an exterior wall with a blast resistant wall along the interior building side. 

 
Procedures 

• Do not permit cell phones/radios within the building. 
• Escort visitors at all times in all locations within the facility. 
• Conduct exit interviews of potential disgruntled employees with bullet-proof glass separation. 

 
Again, commercial/industrial facilities may not ever need to be as highly secured as an FBI facility.  
However, these ideas shared by the FBI can be of great value during your security assessment process.  
By knowing how far it is possible to take your security measures, you can then make an informed 
decision as to whether or not your facility and operations require that same level of protection, or 
something less, to keep your building, its processes and the staff within, safe and secure. 


